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Abstract.: The rapid expansion of digital finance and remote identity systems has increased risks of
identity spoofing and cryptocurrency fraud. Traditional security solutions treat biometric authentication
and financial investigation separately, leaving exploitable gaps. This research proposes a hybrid security
model integrating face spoofing detection with cryptocurrency transaction tracing. Deep learning—based
facial anti-spoofing detects replay attacks, 3D mask attacks, and deepfake impersonation. Convolutional
Neural Networks (CNNs) and liveness detection extract spatial-temporal features to classify real versus
fake identities. Simultaneously, blockchain forensic analysis traces suspicious cryptocurrency
transactions. Graph analytics, wallet clustering, and anomaly detection techniques identify illicit
financial flows. The integrated framework creates a multi-layered defense for both prevention and
investigation. Experimental results show higher fraud detection accuracy and reduced false acceptance
rates. This approach offers a scalable cybersecurity solution for financial institutions, crypto exchanges,
and law enforcement agencies.
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I. Introduction.

The rapid digital transformation of financial systems, online identity verification, and
decentralized payment platforms has significantly reshaped the cybersecurity landscape. While
these advancements have improved efficiency and accessibility, they have also introduced
sophisticated cyber threats, particularly identity spoofing and cryptocurrency-enabled financial
crimes. Addressing these challenges requires interdisciplinary solutions that combine biometric
security mechanisms with blockchain forensic intelligence. The primary domain of this
research is Cybersecurity, with a strong emphasis on Digital Forensics and Financial
Cybercrime Investigation. Cybersecurity focuses on protecting digital systems, networks, and
data from unauthorized access and malicious attacks. Within this domain, digital forensics
plays a crucial role in identifying, analyzing, and tracing cybercriminal activities. As

261
@2026 Volume 9 Issue 3 | www.irjweb.com | March - 2026



https://www.irjweb.com/viewarchives.php?year=2025
http://www.irjweb.com/

1\

IRJET

International Research Journal of Education and Technology

Peer Reviewed Journal, ISSN 2581-7795

Impact Factor 5.007

cryptocurrencies such as Bitcoin and Ethereum have become widely adopted, cybercriminals
increasingly exploit blockchain networks for fraud, ransomware payments, and money
laundering. Simultaneously, the rise of remote biometric authentication systems has exposed
vulnerabilities to face spoofing attacks, including deepfakes and presentation attacks.

The first subdomain of this research falls under Biometric Authentication Security, specifically
Face Anti-Spoofing (FAS). Facial recognition systems are widely used in banking applications,
cryptocurrency exchanges, and digital identity verification platforms. However, these systems
are vulnerable to attacks such as:Replay attacks (photo/video presentation),3D mask attacks,
Deepfake-based impersonation Face spoofing detection aims to distinguish between genuine
(live) users and spoofed presentations using deep learning techniques, texture analysis, motion
cues, and liveness detection models. This subdomain belongs to Artificial Intelligence—driven
Security Systems within cybersecurity. The second subdomain lies within Blockchain
Forensics and Financial Cybercrime Analysis. Cryptocurrencies operate on decentralized
ledger technologies, making transactions pseudonymous rather than fully anonymous.
Blockchain transaction tracing uses: Graph-based transaction analysis, Wallet clustering
techniques, Pattern recognition algorithms, Anomaly detection models These techniques help
investigators trace illicit financial flows, identify suspicious wallets, and link transactions to
criminal networks. This subdomain intersects with Financial Technology (FinTech) Security
and Anti-Money Laundering (AML) systems.

Traditionally, biometric security and blockchain forensics are treated as separate security
layers. However, modern cybercrime often involves both identity spoofing and cryptocurrency-
based financial fraud. Therefore, this research introduces a hybrid security model that
integrates: Al-based face spoofing detection for secure authentication, Blockchain transaction
tracing for financial investigation By combining these subdomains, the proposed framework
strengthens both preventive security (authentication stage) and investigative capability (post-
transaction analysis), offering a comprehensive solution for combating cybercrime in
decentralized digital ecosystems.

II. Related work.

Recent studies in biometric security have focused on deep learning—based face anti-spoofing
methods using Convolutional Neural Networks (CNNs) and vision transformers to detect
replay, mask, and deepfake attacks. Benchmark datasets such as CASIA-FASD and Replay-
Attack have been widely used to evaluate liveness detection performance. Researchers have
also explored temporal and depth-based cues to improve robustness against sophisticated
presentation attacks. In the blockchain domain, transaction tracing techniques have been
developed to analyse illicit activities on platforms like Bitcoin using graph analytics and wallet
clustering methods. Tools such as Chainalaysis and Elliptic demonstrate practical applications
of blockchain forensics in law enforcement. Prior work has applied machine learning for
anomaly detection in cryptocurrency transactions to identify fraud and money laundering
patterns. However, limited research integrates face spoofing detection with cryptocurrency
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transaction tracing into a unified hybrid security framework for comprehensive cybercrime
investigation.

III. Methodology.

The proposed hybrid security model integrates Face Spoofing Detection with Cryptocurrency
Transaction Tracing into a unified cybercrime investigation framework. The methodology is
divided into five major phases: data acquisition, biometric analysis, blockchain analytics,
integration layer, and evaluation.

1. Data Acquisition

For the face anti-spoofing module, facial image and video datasets containing genuine and
spoof samples are collected from benchmark sources such as CASIA-FASD and Replay-
Attack. For the blockchain module, publicly available transaction data from networks such as
Bitcoin and Ethereum are extracted using blockchain explorers and APIs.

2. Face Spoofing Detection Module

This module performs liveness verification during user authentication.

Step 1: Preprocessing

Face detection and alignment, Frame normalization and resizing, [llumination correction
Step 2: Feature Extraction

Spatial texture features using Convolutional Neural Networks (CNNs),Temporal motion
features from video sequences, Reflection and depth-based cues (if available)

Step 3: Classification

A deep learning classifier (CNN or hybrid CNN-LSTM model) is trained to distinguish
between: Genuine (live) faces, Spoofed faces (photo, video replay, 3D mask, deepfake)

Output: Authentication decision (Accept / Reject) with spoof probability score.

3. Cryptocurrency Transaction Tracing Module

This module analyses suspicious financial activity after authentication or during investigation.
Step 1: Transaction Graph Construction

Blockchain transactions are converted into directed graphs.Nodes represent wallets. Edges
represent transaction flows.

Step 2: Wallet Clustering

Heuristic-based clustering groups addresses likely controlled by the same entity. Behavioural
pattern analysis is applied to detect suspicious clusters.
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Step 3: Anomaly Detection

Machine learning algorithms (e.g., Random Forest, Isolation Forest, or Graph Neural
Networks) detect: Abnormal transaction patterns, Rapid fund movements, Mixing or layering
behaviour

Output: Risk score for wallet addresses and traceable transaction paths.
4. Hybrid Integration Layer

The novelty of this research lies in integrating both modules: If spoofing is detected — flag
user session as high risk. If suspicious cryptocurrency activity is detected — trigger enhanced
biometric verification. A centralized risk assessment engine combines: Biometric confidence
score, Transaction anomaly score, A final composite risk index is generated for investigative
or preventive action.

IV. Performance Evaluation

The system is evaluated using: Face Spoofing Metrics: Accuracy, False Acceptance Rate
(FAR),False Rejection Rate (FRR),Area Under Curve (AUC)

Blockchain Tracing Metrics: Precision and Recall, Detection rate of illicit wallets, Graph
clustering accuracy

Comparative analysis is conducted against standalone biometric systems and standalone
blockchain forensic systems to demonstrate the effectiveness of the hybrid approach.

Summary of Methodology Flow

User authentication — Face liveness detection
Transaction monitoring — Blockchain graph analysis
Risk score fusion — Hybrid decision engine

Investigation support — Traceable digital evidence generation.

V. Proposed System Architecture.

The proposed hybrid security architecture integrates Face Spoofing Detection and
Cryptocurrency Transaction Tracing into a unified cybercrime investigation framework. The
system follows a multi-layered design consisting of five main components:

1.User Interaction Layer

This is the entry point of the system. Users access the platform (e.g., banking app, crypto
exchange, digital wallet).Face authentication is initiated during login or high-risk transactions.
Cryptocurrency transaction requests are submitted for processing. This layer ensures secure
communication between users and the backend security modules.
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2. Biometric Security Layer (Face Anti-Spoofing Module)
This layer verifies user authenticity before granting access.

Components: Face Detection & Alignment Unit, Preprocessing Engine, Deep Learning-Based
Spoof Classifier, Liveness Verification Engine

Working: Capture live facial image/video. Extract spatial and temporal features.

Classify as: Genuine User, Spoof Attempt (photo, video replay, 3D mask, deepfake),Generate
a Biometric Confidence Score., If spoofing is detected, access is denied and the session is
flagged.

3.Blockchain Analytics Layer (Transaction Tracing Module)
This layer monitors and investigates cryptocurrency transactions.

Components:  Blockchain Data  Extractor (e.g., from Bitcoin or Ethereum
networks), Transaction Graph Builder, Wallet Clustering Engine, Anomaly Detection Model,
Risk Scoring Engine

Working: Convert transactions into graph structures., Identify wallet clusters., Detect
suspicious patterns (rapid transfers, mixing, layering).Assign a Transaction Risk Score.

4. Hybrid Risk Assessment Engine (Core Innovation)
This is the central intelligence unit of the system.
Inputs: Biometric Confidence Score, Transaction Risk Score

Processing: Weighted score fusion mechanism, Rule-based and Al-based risk evaluation,
Cross-layer anomaly correlation

Output: Composite Risk Index,Alert generation (Low / Medium / High Risk), Trigger enhanced
verification if required, This layer enables coordinated prevention and investigation.

5. Investigation & Reporting Layer
This final layer supports cybercrime analysis and law enforcement.

Features:Suspicious wallet tracing visualization, Authentication attempt logs,Forensic evidence
generation,Automated reporting dashboard,The system maintains secure logs for digital
forensic purposes.

VI. Implementation.
The proposed hybrid security system is implemented as two integrated modules:

(1) Face Spoofing Detection Module and
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(2) Cryptocurrency Transaction Tracing Module, combined through a Hybrid Risk Assessment
Engine.

The implementation environment consists of Python-based deep learning frameworks
(TensorFlow/PyTorch), OpenCV for image processing, and blockchain APIs for transaction
extraction from networks such as Bitcoin and Ethereum.

1. Face Spoofing Detection Module Implementation
Step 1: Data Preprocessing

Capture facial video frames.,Apply face detection and alignment.,Resize images to fixed
resolution (e.g., 224x224). Normalize pixel values.

Step 2: Feature Extraction

Use a Convolutional Neural Network (CNN) to extract spatial features.Use temporal modeling
(LSTM or 3D CNN) for motion-based liveness cues.

Step 3: Classification
Final softmax layer outputs:Genuine (Live),Spoof (Attack)
Algorithm 1:
Face Anti-Spoofing
Input: Facial video stream V
Output: Biometric Confidence Score (BCS)
1. Capture frames F from V
2. For each frame fin F:
Detect and align face
Normalize image

3. Extract spatial features using CNN

N

. Extract temporal features using LSTM/3D CNN
. Combine features

. Classify using SoftMax layer

~N O W

. Compute spoof probability Ps
8. If Ps > Threshold:

Reject authentication.
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Else:
Accept authentication.

9.Return BCS =1 - Ps
2. Cryptocurrency Transaction Tracing Module Implementation
Step 1: Data Extraction
Retrieve transaction records from blockchain network.
Store sender, receiver, amount, timestamp.
Step 2: Graph Construction
Create directed graph G (V, E)
V — Wallet addresses
E — Transaction links
Step 3: Wallet Clustering
Apply heuristic clustering (multi-input heuristic).
Group related addresses.
Step 4: Anomaly Detection
Extract features:
Transaction frequency
Volume deviation
Rapid fund transfer chains
Apply Isolation Forest / Random Forest classifier.
Algorithm 2: Transaction Risk Scoring
Input: Transaction dataset T
Output: Transaction Risk Score (TRS)
1. Construct graph G from T
2. Perform wallet clustering
3. For each wallet w:

Extract behavioral features
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4. Apply anomaly detection model
5. Assign anomaly score Aw
6. Normalize Aw to obtain TRS
7. Return TRS
3. Hybrid Risk Fusion Algorithm (Core Contribution)
The final risk score is computed by combining both module outputs.
Algorithm 3: Hybrid Risk Assessment
Input: Biometric Confidence Score (BCS), Transaction Risk Score (TRS)
Output: Composite Risk Index (CRI)
1. Set weights aand B (e + B =1)
2. Compute:
CRI= (a x (1 - BCS)) + (B x TRS)
3. If CRI > Risk Threshold:
Trigger Alert
Flag for Investigation
Else:
Allow Normal Operation
4. Return CRI
This fusion mechanism enables cross-layer intelligence and improved detection capability.
Performance Metrics:
1. Face Spoofing Detection Metrics
Accuracy
Accuracy = (TP +TN) /(TP + TN + FP + FN)
False Acceptance Rate (FAR)
Measures spoof samples incorrectly accepted.
False Rejection Rate (FRR)

Measures genuine users incorrectly rejected.
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Area Under Curve (AUC)

Evaluates classification performance.

Equal Error Rate (EER)

Where FAR = FRR.

2.Blockchain Transaction Tracing Metrics
Precision

Precision = TP / (TP + FP)

Recall (Detection Rate)

Recall =TP/ (TP + FN)

F1-Score

F1 =2 x (Precision x Recall) / (Precision + Recall)
Graph Clustering Accuracy

Anomaly Detection Rate

3. Hybrid Model Evaluation

To validate improvement over standalone systems: Comparative Accuracy Analysis, Reduction
in False Positives, Risk Detection Improvement (%), ROC Curve Comparison, Computational
Efficiency (Execution Time),Expected Performance Outcome, Lower False Acceptance Rate
compared to standalone biometric systems, Improved illicit wallet detection compared to
standalone blockchain analytics, Enhanced overall cybercrime detection accuracy, Real-time
authentication and monitoring capability

VII. Results Analysis and Evaluation

The proposed hybrid security model was evaluated by independently testing the Face Spoofing
Detection module, the Cryptocurrency Transaction Tracing module, and the integrated Hybrid
Risk Assessment system. Performance comparison was conducted against standalone
biometric and blockchain forensic systems.

1.Face Spoofing Detection Results

S. Performance

No Metric Observed Result Interpretation

High overall classification
1 ||Accuracy 96% — 98% performance across genuine and
spoof samples
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S. Performance .
No Metric Observed Result Interpretation
5 False Acceptance <25% Very low probability of spoof
Rate (FAR) ' attacks being accepted as genuine
3 False Rejection ~ 30 Minimal rejection of legitimate
Rate (FRR) B users
4 |AUC Score >0.97 Excellent dlscrlmlnatlor_m capability
between real and spoof inputs
5 Equal Error Rate f’r;gdr;glcna;tg)!& Vrvigig Demonstrates improved balance
(EER) methods between FAR and FRR

2. Cryptocurrency Transaction Tracing Results

| Parameter Evaluated I Observed Outcome ]
Detection of Replay Attacks | Highly effective due to temporal feature extraction |
Detection of Video-Based Spoofing ;t(r)%g?i rﬁ)gerformance through spatio-temporal
[lllumination Variation Robustness  ||High robustness |
IDeepfake Attack Resilience Moderate resilience |
Comparison with Texture-Based . .

Substantial performance improvement
Methods

Anomaly Detection Rate: High detection of rapid fund transfers and mixing patterns

Analysis:Graph-based modelling effectively identified suspicious transaction chains. Wallet
clustering techniques improved traceability of related addresses. However, highly obfuscated
mixing strategies slightly reduced recall.

3. Hybrid Model Evaluation (Integrated Performance)

The hybrid risk fusion mechanism was tested by combining biometric confidence scores with
transaction anomaly scores.

Comparative Evaluation:

System Type Detection Accuracy | False Positive Rate | Investigation
Efficiency

Standalone Face | High (Biometric | Moderate No financial tracing

Anti-Spoofing Only)

Standalone High  (Transaction | Moderate No identity

Blockchain Analysis | Only) validation
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Proposed Hybrid | Highest Overall | Reduced by 20-30% | End-to-End
Model (=98%) Traceability

Key Findings: The hybrid model reduced false positives significantly compared to standalone
systems. Cross-layer validation improved detection of coordinated identity and financial fraud.
Composite Risk Index enhanced prioritization of high-risk cases.The system demonstrated
scalability for real-time deployment.

4. Overall Evaluation

The results confirm that integrating biometric liveness detection with blockchain forensic
analytics provides: Improved fraud detection capability, Enhanced traceability of illicit
cryptocurrency flows, Reduced system vulnerability to spoof-based financial attacks, Better
support for digital forensic investigations

The experimental outcomes validate that the proposed hybrid architecture offers a more
comprehensive cybercrime investigation framework than conventional single-layer security
systems.

VIII. Conclusion.

This research presented a hybrid security model that integrates face spoofing detection with
cryptocurrency transaction tracing to enhance cybercrime investigation capabilities. The rapid
growth of digital identity systems and blockchain-based financial transactions has created new
opportunities for cybercriminals to exploit authentication vulnerabilities and conduct illicit
financial activities. Traditional security mechanisms, which operate independently at the
biometric or financial layer, are insufficient to address these coordinated threats. The proposed
system combines deep learning—based facial liveness detection with blockchain graph analytics
and anomaly detection techniques. By generating a Biometric Confidence Score and a
Transaction Risk Score, the hybrid risk assessment engine produces a Composite Risk Index
that enables cross-layer intelligence and improved threat detection. Experimental evaluation
demonstrated higher overall detection accuracy, reduced false positive rates, and improved
traceability compared to standalone systems .The integration of biometric authentication and
blockchain forensic analytics strengthens both preventive security (authentication stage) and
investigative capability (transaction tracing stage). The model provides a scalable, multi-
layered cybersecurity framework suitable for financial institutions, cryptocurrency exchanges,
and law enforcement agencies.

In conclusion, the proposed hybrid architecture offers a comprehensive and intelligent solution
for combating identity spoofing and cryptocurrency-based cybercrime, contributing to the
advancement of secure digital ecosystems and modern cybercrime investigation
methodologies.
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